IMpuaoxenne Ne2.
NudopmanmonHas namMsaTKa 1J 00y4arOMUXCH ISl pa3MelleHus Ha
opunuansbubIx UHTEpHET-pecypcax

C KaXJbIM rOJJOM MOJIOZIEKH B MHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJIBHUKUA OJHU U3
CaMbIX aKTUBHBIX IIOjib30Barened Pynera. Mexay TeMm, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECEeT U MpoOJeMbl. DTa MaMATKa JIOJDKHA MOMOYb Tebe Ge30macHo
HaXOJUTHCS B CETH.

Komnviomepnuvie eupycoi

KommbroTtepHsiit BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIUYUTEIHLHOM
O0COOCHHOCTBIO KOTOPOHl SIBISIETCS CIIOCOOHOCTh K pPa3MHOXKEHHUIO. B J0monHeHue K 3ToMmy,
BHUPYCHI MOT'YT MIOBPEAUTD WJIH MOJTHOCTHIO YHUUYTOXUTH BCe (DaliiIbl U TaHHbIE, TOJIKOHTPOJIbHbIE
M0JIb30BATENI0, OT UMEHH KOTOPOTo ObLiIa 3alylleHa 3apaxEHHasi IporpaMMa, a Takke MOBPEAUTh
WIH JJa)Ke YHUUYTOXKUTH OINEPAIMOHHYIO CHCTEMY cO BcemH (paiimamu B 1enoM. B OoibIInHCTBE
CIIy4aeB pacHpOCTPaHSIOTCS BUPYCHI UYEPE3 UHTEPHET.

MeToapl 3aIATHI OT BPEJOHOCHBIX POTPAMM:

1. Hcnosnb3yit COBpEMEHHBIE ONIEPAIMOHHBIE CHCTEMBI, UMEIOIINE CEPHEIHBIN
YPOBEHb 3aIUTHI OT BPEAOHOCHBIX MTPOTrpamMMm;

2. [TocrossHHO  ycTaHaBnuBaii madtu  (MUGPOBBIE  3aIUIaTKH, KOTOPBIC
ABTOMATUYECKH YCTAHABIUBAIOTCS C EIBIO TOPAOOTKH IPOTPAMMBI) U IPYTUE
OOHOBJICHHS CBOEH omepanroHHON cuctembl. CkauuBail UX TOJBKO C
odpurnmanpHoro caiita paspadorunka OC. Ecnm cymecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpE TIOJ TIpaBaMH TIOJb30BATENsI, a HE
aJIMMHHCTpATOpa. DTO HE MO3BOJUT OOJILIIMHCTBY BPEAOHOCHBIX IMPOrpaMm
MHCTAJUTMPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMIIBIOTEPE;

4.  Hcnonw3yil aHTUBHPYCHBIE IPOTPAMMHBIE TIPOAYKTHI U3BECTHBIX
MIPOU3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunyb pU3UIECKHI TOCTYN K KOMIIBIOTEPY 715l TOCTOPOHHUX JIHII,

6. Hcnons3yit BHETHUE HOCUTENH HH(POPMAIINH, TaKUE KakK (IIelKa, TUCK I
(aiin U3 UHTEepHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He otkpeiBaii kommblOTepHBIE (alibl, TOJYYCHHBIC W3 HEHAJAEKHBIX

UCTOYHHUKOB. Jlaxke Te (aitibl, KOTOphIE MPHUCTAT TBOW 3HAKOMBIN. Jlydrre
YTOYHHU y HEr0, OTIIPABIISLI JIM OH Te0e UX.

Cemu WI-FI

Wi-Fi - 970 He BUJ nepenayn JaHHBIX, HE TEXHOJIOTHS, & BCEro JIHIIb OpeHs, Mapka. Ere
B 1991 rony Huzaepnanjackas xkommanusi 3apeructpupoBana Openn «WECA», yto o603Ha4ao
cioBocouetanue «Wireless Fidelity», KOTOpbIil mepeBoAUTCS KaK «OECTIPOBOAHAS TOUHOCTHY.

Jlo Hamero BpeMeHH Jouuia japyras abOpeBWarypa, KOTOpasl SIBISETCS TaKOW Ke
TexHoyioruei. 3to abopesuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIApT
BBICIIHI 3ByKOBOM TexHUKH Hi-Fi, 4T0o B mepeBoie 03HauaeT «BhICOKAS TOUHOCTHY.



Ja, OecriaTHBI MHTEPHET-IOCTYI B Kade, OTeNIX W a’pornopTax SBISETCS OTIHMYHON

BO3MOXXHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE 3KCIepTHI CUNTAIOT, YTO o0mmenocTynHsie WiFi

CETH HE SBJISIOTCS 0€30IaCHBIMHU.

Cogertsl 110 Oe30macHOCTH paboTe B 00IIEJOCTYMHBIX ceTsax Wi-fi:

1.

COI/}MCZJZbele cemu

He nepenaBaii cBoio nuuHyo HHpOpManuio yepe3 odbmenoctrymnubie Wi-Fi
cetu. PaboTrasi B HUX, eJNaTEJIbHO HE BBOAUTH MApOJIM JOCTYIA, JJOTUHBI U
KaKHe-TO HOMepa;

Hcrnonb3yit 1 OOHOBISIH aHTHBUPYCHBIE TporpaMMbl W OpaHamayep. Tem
caMbIM Thl 0Oe30macuiIb ce0sl OT 3aKauKU BUPyca Ha TBOE YCTPOICTBO;

[Tpu ucnonwszoBanun Wi-Fi otkmoun GpyHkiuio «O0muit 1ocTyn K ¢aitiam u
npunTepam». JlanHas QyHKUMS 3aKpbITa IO YMOJTYAaHUIO, OJIHAKO HEKOTOpbIE
NOJIb30BATENHN aKTHUBHPYIOT €€ A ynoOCTBa MCHOJIb30BaHUSA B paboTe WMIH
yuebe;

He ncnonw3yit myomuansiii WI-FI a1 nepenaun MTUUHBIX TaHHBIX, HATPUMED
JUTSI BBIXOJIA B COI[MANIBHBIE CETU WIIM B JIEKTPOHHYIO MOUTY;

Ucnonp3yii Tonbko 3amuieHnoe coenunenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-ampeca BBOIM UMEHHO «https://»;

B MoOunbHOM Tenedone otkmoun Qynkuuio «llonkmouenne x Wi-Fi
aBToMaruyeckn». He nomyckail aBTOMaTu4ecKoro MoAKIOUEHUs yCTPOMCTBA
K ceTsaM Wi-Fi 6e3 TBoero coryacusi.

COL[I/Ia.HBHI:Ie CCTU aKTUBHO BXOJAT B HAIlly ) KU3Hb, MHOT'HC JIFOJU paGOTaIOT " )KHUBYT TaM

nocTosiHHO, a B Facebook yke 3apermcTpupoBaH MUJLTHAP] YEIOBEK, YTO SBJISCTCS OIHOU
CeJIbMOM BCEX MKHUTENCH IUIaHeThl. MHOTHE MOJIb30BaTEIM HE TMOHWMAIOT, YTO WH(OpPMAIIHS,
pa3MenicHHass UMH B COITMAIBHBIX CETSIX, MOXET OBITh HalJIeHAa M UCIOJb30BaHA KEM YTOJIHO, B
TOM YHCIIe HE 00s13aTeIbHO ¢ OJJarMMu HAMEPECHHSIMHU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMaJIBHBIX CCTAX:

1.

OrpaHndb CIIUCOK Apy3ei. Y TeOs B APY3bIX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOACH;

3amuiail cBOI 4YacTHYIO >ku3Hb. He ykasbiBail maposu, tenedoHsl, agpeca,
JIaTy TBOETO POXKACHUS U APYTYIO JINYHYIO HH(POPMALNIO. 3II0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jake MH(POPMALUIO O TOM, KaK Thl U TBOM POJIUTEIH
IUTAHUPYETE IPOBECTH KAHUKYJIBI;

3amuiail CBOIO peryTanuio - ACp>KU ee B YHCTOTE M 3ajaBail cebe BOmpoc:
XoTes Obl Thl, YTOOBI APYrHe MOJIb30BATEIM BHIEIH, YTO Thl 3arpyxaellb?
[Toxymaii, npexkae 4em 4To-TO OIyOJIMKOBaTh, HAMCATh U 3arPy3UTh;

Ecin TBI roBOpUIB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH CBOE
pearbHOE MMS U JIPYrylo JIMYHYI0 HH(OpMAIMH: UMs, MECTO XXHUTEIbCTBA,
MECTO y4eOBbl U IpoyYee;

W3Gerait pasmemnienus ¢otorpaduii B MHTEepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

[Ipu perucrpanuu B COUAIBLHONW CETH HEOOXOIMMO HCIOIB30BATh CIOXKHBIC
apoJiu, cocTosue U3 OyKB U HUQP U C KOJTUYECTBOM 3HAKOB HE MeHee §;



7. Jlnst conmanbHON CEeTH, TMOYTHI U IPYTUX CAHTOB HEOOXOJAMMO HCIIOJIH30BaTh
paSHBIe naponn. Torz[a cClin TGG}I B3JIOMAaKOT, TO 3HOyMBIH_UI€HHI/IKI/I HOJIY‘-IaT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

Onexmponnvle denbeu
DJNEeKTPOHHBIE JIEHBIM — 3TO OYEHb YIOOHBINH CIIOCOO MIaTeXei, OHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIY4YUTh 3TU ACHBIH.

DNEeKTPOHHBIE JIEHBI'U MOSBUIUCH COBCEM HEAABHO M MMEHHO HU3-3a 3TOI0 BO MHOTHUX
rocyiapcTBax 0 CUX IMOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun jxe oHu GYyHKIMOHUPYIOT M O HUX YK€ IPOIHCAHO B 3aKOHE, T1I€ UX Pa3JeIsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3pelaeTcss NPOBOAMTH oOmepanuu 0e3 HIeHTU(UKALWUW I0JIb30BaTeNs, a B HE
AQHOHMMHBIX UICHTU(DUKAINH TT0JIH30BATENS ABISETCS 00513aTEIbHOM.

Taxke cienyer pa3nnyarh 3JEKTPOHHBIE (UAaTHBIC JNEHBIH (PaBHBI rOCYIAPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIC He(hUaTHBIE IEHBIU (HE paBHBI TOCYJapPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI M0 6€30MaCHOM paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:

1. TpuBsbku K cueTy MOOMJIBHBIN TenedoH. DTO caMblii YAOOHBIIH U OBICTPBIN
Croco0 BOCCTAHOBUTH JOCTYN K cueTy. IlpuBs3aHHBI TenedoH MOMOXeT,
ecnu 3a0ynenib CBOW TMJIATSXKHBIM Mapoiib WM 3aiiielb Ha CalT C
HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonb3yit oqHOpa3oBkie aposu. [locie nepexoaa Ha yCUIIEHHYIO
aBTOpU3ALMIO TeOe yxke He OyeT yrpoxkaTh OMACHOCTb KPayku MITU
nepexBara IIaTeKHOTo MapoJis;

3. BeiGepu cnoxsbiii maponb. IlpecrynmHukam OyIer He MHpPOCTO yraaarh
CIIOKHBIN maposb. HajexHble mapoiu — 3TO mapoJiv, KOTOPbIE COAEPKaT He
MeHee 8 3HaKOB U BKIIIOYAIOT B ce0sl CTPOUHBIC U MPOMUCHBIE OYKBBI, HU(PHI
Y HECKOJIbKO CUMBOJIOB, TaKHM€ KaK 3HAK J0Jjapa, GyHTa, BOCKINIATEIbHBIN
3HaK ¥ T.1. Hanpumep, StROng!;;

4. He BBOIU CBOM JIMYHBIC JJAHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSCILb.

Onexmpournas nouma

DNeKTpOHHAs MTOYTa — 3TO TEXHOJOTHS M MPEIOCTABISIEMBIC €10 YCIYTH 10 MEPEChUIKE U
MOJIYYCHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPEIEISIIOTCS B KOMITBIOTEPHOW CETH.
OO0BI4HO BJIEKTPOHHBIN IIOYTOBBII SITITUK BEITJI AT CIEAYIOIIUM obpazoM:
UMs_TIONB30BaTeNA(@HUMs_TOMEHa. Takke KpoMmMe Tepeqayd TMPOCTOro TEKCTa, HMEeTCs
BO3MOXHOCTb IepeiaBaTh (panibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:
1. Hanmo BeIOpaTh mpaBUIBHBIN TOYTOBBIN CEpPBUC. B HHTEpHETE €CTh OTPOMHBIMA



BBIOODP O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIllEe JOBEPATH TEM, KOTO
3HACIlb U KTO IIEPBLIN B PEUTUHTE;

He ykasbiBaii B 1MuHON nouTe TM4HYyt0 HHpopmMaruio. Hampumep, mydre
BBIOpATh «My3bIKaJIbHBIN (panaT@» mim «pok2013» BmMecTo «remal3;
Hcnonp3yit ABYX3TaIHYIO aBTOPU3ALNI0. DTO KOTJa IOMUMO MapoJisi HyKHO
BBOJMUTH KOJI, TPUCHIIaeMbIN 110 SMS;

Br16epu crosxHbIN maposib. st Ka)Xa0ro moYTOBOTO SIIIMKA JOJIKEH OBITh
CBOM HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY MapoJib;

Ecnu ecTh BO3MOKHOCTH HAaIlUCATh CAMOMY CBOM JIMYHBIA BOMPOC,

HCIIONB3YH 3Ty BO3MOKHOCTB;

Hcnonbs3yi HECKOJIBKO IOYTOBBIX SLIUKOB. [IepBbIi 11 4aCTHOM NEpPEnuCcKu
C agpecaTaMy, KOTOPBIM Thbl JOBEpsEIlIb. DTO 3JIEKTPOHHBIN aapec HE Halo
MCIOJIb30BATh MPU PETUCTPAlUH Ha popyMax U caiTax;

He oTkpriBait daiiiasl 1 gpyrue BIOKEHUS B MUChMaX JTa)Ke €CITH OHU
MPUILIIN OT TBOUX Jpy3eil. Jlydille yTouHM y HUX, OTIPABIISIIN JIM OHU Tebe
9TH (HalIbI;

[Tocne okoHYaHUs pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJAKU
C caliToM He 3a0y/Jb HaXaTh Ha «BBIATI».

Kubepoynnune unu eupmyanvnoe uzoeeamenbcmeo
KuGepOynnuHr — npecnenoBaHre COOOIEHUSIMH, COJIEPKAIUMHI OCKOPOJICHUS, arpecculo,

3allyTMBAaHUE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHpPOBaHHE C MOMOUIbIO Pa3IMYHbIX HHTEPHET-

CEpPBHUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITHHIOM:

1.

He Gpocatics B 60ii. JIyummmii croco0: mocoBeTOBaThHCS Kak ce0si BECTU U, €CITN
HET TOTrO, K KOMY MOHO OOpaTUThCS, TO BHAYale YCHOKOWUThCA. Eciu Th
HaYyHeIllb 0TBEYaTh OCKOPOJIECHUSIMHU Ha OCKOPOJIEHHUS, TO TOJIBKO ellle OoJblie
Pa3zoXKeNTh KOH(DIIUKT;

VYnpasnsii cBoel kubeppemnyTranuei;

AHOHUMHOCTH B ceTl MHUMas. CyIIeCcTBYIOT CIOCOObI BBISICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTYyanbHOM ku3HU. HTEpHET
(buKcupyer Bce TBOM JICHCTBUS U COXpaHsET UX. Y JaIUTh UX OyJeT KpaiiHe
3aTPyAHUTEIIBHO;

Cobnronait CBOM BUPTYaJbHYIO YECTh CMOJIONY;

Urnopupyii enuananbpiii HeratuB. OTHOPA30BbIE OCKOPOUTETBHBIE
COO0O01IIeHus JTy4llle HITHOpUpOoBaTh. OOBIYHO arpeccus MpekpariaeTcs Ha
HayaJIbHOM CTaIuH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COLIMATIBHBIX CETAX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIPABKH COOOIICHUI C
OIIpEEIIEHHBIX a/IPECOB;

Ecmu 1B cBumerens kubepOymnuHra. TBoW NEHCTBHUS: BBICTYNHTH MPOTUB
mpecie0BaTes, IoKa3aTb eMy, YTO €ro JeHCTBUSI OLEHUBAIOTCS HETaTHUBHO,
MOAJEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJIOTMYECKask MOMOIIb, COOOIINUTH



B3pOCIIBIM O (paKTe arpeCCUBHOIO MOBEACHHUS B CETH.

Mobunvubiit meneghom

CoBpemeHHbIe cMapT(OHBI U IUTAHLIETHI COAEPKAT B ce0€ BIIOJIHE B3POCIBIN (DYHKIIHOHAI,
U Ternepb OHM MOTYT KOHKYpHUpPOBaTh CO CTallMOHAPHBIMU KoMmmbioTepamu. OIHAKO, CPEACTB
3aIUTHI 1151 TOAOOHBIX YCTPOWCTB MOKA OUY€Hb Majio. TecTupoBaHHE U MOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak [yt I1K, To jxe camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUI.

CoBpemeHHbIe MOOWIIBbHBIE Opay3epbl YK€ NPaKTUYECKH JOTHAIM HAaCTOJIbHBIC
aHaJIOTH, OJTHAKO PacCIIMpeHHne PYHKIMOHAJA BIeYeT 32 COO0M OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHICCKHE
YSA3BUMOCTH JJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TenedoHa:
1.  Hwdyero He siBiseTcs Mo-HAcTOsAIIEMYy OecruiaTHBIM. Byab ocTopokeH, Beab
Korga Tebe mpeiararoT OecIulaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI
KaKHe-TO TUIATHBIE YCIYTH;

2. Hywmaii, npexae uem otrnpaBuTb SMS, ¢poto nnm Buaeo. Thl TOYHO 3HACIID,
rje oHu OyayT B KOHEYHOM UTOTE?

3.  Heob6xomuMo 0OHOBIISATH OMIEPAIIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

4.  Hcnonb3yl aHTUBUPYCHBIC MPOTPAMMBI JJISI MOOMJIBHBIX TEIC(POHOB;

5. He 3arpyxail NpuIOXeHHs OT HEU3BECTHOTO MCTOYHHKA, BEAb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 00ecIIeueHue;

6. Ilocme Toro xak THl BBIEHIb C caiiTa, TJe BBOAMWI JHUYHYIO MH(POPMALHIO,
3aliI1 B HACTPOMKH Opaysepa u ynanu cookies;

7.  llepuogudecku IpoOBEpsi KaKUE IUIATHBIE YCIYTM aKTUBUPOBAHBI Ha TBOEM
HOMEDE;

8.  JlaBaii cBoil HOMEp MOOMJIBHOTO TelepOHA TOJNBKO JIOMSIM, KOTOPBIX ThI

3HACIIb U KOMY JOBEPSICIIIb;
0. Bluetooth momkeH OBITH BBIKIIIOUEH, KOTZAa Thl UM HE TMOjb3yembcs. He
3a0bIBaif HHOT 1A IPOBEPSITH ITO.

Online uepul

CoBpeMEHHBIE OHJAWH-UTPBI - O3TO KpacodyHbIE, 3aXBaTHIBAIOIINE pPa3BICUYCHUS,
OOBEAMHSIIONINE COTHU THICSY YENIOBEK MO BceMy Mupy. Urpoku MCCIeAayroT NaHHBIA UM MUD,
OOIIAI0TCS IPYT C IPYTOM, BBITIOJIHSIOT 33/IaHUS, CPAKAFOTCS C MOHCTPAMU U MOJTy4YaroT OTIBIT. 32
yIIOBOJIBCTBHE OHM TUIATST: TIOKYIAIOT IUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPHUOOPETAIOT KaKue-
TO OIIIUH.

Bce »tm cpenctBa MAyT Ha NOJAEpKAHME W PA3BUTHE MUIPhl, a TaKXKE€ Ha camy
0€30I1aCHOCTh: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALIMM, BBITYCKAIOTCS HOBBIE IaT4H



(mrdpoBBIC 3aIUIATKH IS TPOTPaMM ), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI)IX HUrpax CTOMUT oIacaTbCia HE CTOJIBKO CBOMX COIIEPHHKOB, CKOJIBKO KpaXKu

TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALNUU OOJIBIIUHCTBA UTP.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1.

N AW

Ecnu apyroit urpok BemeT ceOs IUIOXO WM CO3JaeT TeOe HEMPHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

[Toxanyiics aIMMHUCTpAaTOpaM WIPbl HA IUIOXO€ MOBEACHHE ITOT0 WIPOKa,
JKENaTeNIbHO MPUJIOKUTh KaAKHE-TO TOKA3aTeIbCTBA B BUJE CKPUHOB;

He yka3piBait muunyro nHpopManuoo B mpodaiisie urpsl;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBait HeodunaabHbIe TATYH U MOJIBL;

Hcnonp3yi CIOXKHBIE U pa3HbIE N1apOJIH;

Jlaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI Urpaeib, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

Duwiune unu Kpasica TU4YHblX OAHHbIX

OObIuHOM Kpaxkel JeHET U JOKYMEHTOB CETOJHs YK€ HUKOT'O HE YIMBHILB, HO C Pa3BUTHEM

I/IHTepHeT—TeXHOJ'IOFI/Iﬁ 3JIOYMBIONIJICHHUKN TEPEMECCTUIIMCE B HHTCPHCT, W IHPOJOJIKAIOT

3aHUMAThCS «JTFOOMMBIMY JCIJIOM.

Tak mosiBMJIach HOBas yrpo3a: UHTCPpHCT-MOUICHHHUYCCTBA WJIA CDI/II_HI/IHI‘, rjIaBHasg LICIIb

KOTOPOro COCTOUT B IMOJTYYCHHUU KOH(bI/II[eHI_II/IaIH:HBIX JaHHBIX MMOJIb30BaTeNICH — JOTHMHOB U

naposieii. Ha anrmmiickom si3bike phishing untaercs kak @ummar (ot fishing — preiOHast jg0BIIS,
password — mapoJs).

OcHOBHBIE COBETHI O 6OPHOE ¢ (HPUIIMHTOM:

1.

a

Crnenu 3a cBouM akkayHTOM. Eciu ThI moio3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATh €€ U COOOUTUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;
Hcnonb3yit 6e3omacHbie BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHoOB U
MOMCKOBBIX CUCTEM;
Hcnonp3yii c10KHbBIE ¥ pa3Hble Mapoiu. Takum o0pazom, eciu Te0s B3JIOMAIOT,
TO 3JI0YMBIIUIEHHUKH MOJyYaT JAOCTYI TOJBKO K OJHOMY TBOEMY MPO(HIIIO B
CETH, a HE KO BCEM;
Ecnu Tebst B3moManu, To HE0OOXOAUMO MPEaYPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBiieHbl y TeOS B APY3bsX, O TOM, YTO TeOS B3JIIOMalIH H,
BO3MOXXHO, OT TBOETO HMEHH OyAeT pacchbulaTbCcs CIlaM M CCBUIKM Ha
(UITUHTOBBIC CANTHI;

YcranoBu HagexHbIN maposib (PIN) Ha MoOUITBHBIN TenedoH;

OTKIII0YM cOXpaHEHue MapoJs B Opaysepe;
He otkpsiBaii ¢aiisibl 1 qpyrue BIOKEHHUS B MHUCbMaX Jake €CIIM OHU MPUIILTH
OT TBOMX Apy3ei. Jlydie yrouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haibl.



Hugpposas penymayus

[Mudposas peryTanus - 3TO HEraTUBHAsI WIM MO3UTHBHAs MH(pOpMAIH B CETH O Tebe.
Komnpomerupyromas uHpopmanus pasMelleHHas B WHTEPHETE MOXET CEpbe3HbIM 00pa3zoMm
OTpa3suThCsA Ha TBOEU peanbHOH ku3HU. «L{udpoBas pemyramus» - 3TO TBOW UMUK, KOTOPBIH
dopmupyercst u3 uHpopMmalu o Tede B UHTEPHETE.

TBoe MecTo KUTEeNbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa
U paccKasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moxpocTKy JErKOMBICICHHO OTHOCSTCS K ITyONMKAIlMKM JTHYHON WH(pOPMAaIH B
HuTepHeTe, He MOHUMAas BO3MOXKHBIX ITOCIENCTBHN. ThI 1ake HE CMOXKEIIb JOTaaThCs O TOM, YTO
dororpadus, pazMerieHHas 5 et Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pazmenienue TBoux Gpotorpaduii u 1pyrue ASHCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CIIe TOro, KaK Thl UX YAAIHIIb. Thl HE 3Haellb, KTO COXPaHUI 3Ty UH(OpMAIHIO, ITonaja
JM OHA B TOMCKOBBIE CHCTEMBI M COXPAaHWIACh JIU OHA, a TJIABHOE: YTO MOIyMAalOT O Tede
OKpY’Kaloliee JIOH, KOTOpble HAaWAYT M yBUIAT 3T0. HailTu nH(popMamio MHOTO JeT CIycTs
CMOXET JIF00OH - KaK U3 JOOPBIX MOOYKIACHUH, TaK U C HAMEPEHUEM NIPUUNHHUTD BPE. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOI peIyTaIuu:
1. Tlomymaii, mpexae 4yeM 4To-TO IyOIMKOBaTh U IiepeiaBaTh y ce0sl B Oyiore Mitu
B COLIMAJIbHOM CETH;
2. BmHacrpoiikax npoduist ycTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO MPO(UIIs
U €ro COIECPKUMOTO0, CACIIAN €ro TOIbKO I APY3Ei»;
3. He pasmemaii u He yka3piBail MH(POPMAIHMIO, KOTOpash MOXET KOT0-JIM0O
OCKOPOJIATH WM OOMKATh.

Asmopckoe npaso

CoBpeMeHHbIEe NIKOIBHUKU- aKTUBHBIEC OIH30BATEIH IIUPPOBOTO MpocTpaHcTBa. OHAKO
JlaJieKo He BCe 3HAIOT, YTO IOJIb30BAaHUE MHOTHMHU BO3MOXKHOCTSIMHU IH(poBOro Mupa Tpedyer
COOITIO/ICHHSI TIPaB HAa MHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb.

TepMI/IH (UHTCJJICKTYaJIbHasd COGCTBGHHOCTB» OTHOCUTCA K Ppa3JIiMdYHbIM TBOPCHUAM
YEJIOBEUECKOro yMa, HauMHasi ¢ HOBBIX M300pETEHU M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIYTHM, W 3aKaH4YMBas KHUTaMH, ¢ororpadusMu, KHHOPHIBMAMH H
MY3bIKQTbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEIACHUS
HayKH, JINTEPATYPbI U UCKYCCTBA. ABTOPCKHE NIpaBa BHICTYIAIOT B KAYECTBE TapaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa He OyIeT HampacHbIM, JAacT €My CIpaBeAUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPYIa, MOJYyYUTh U3BECTHOCTh M MPU3HAHUE.
HuxkTo 6e3 pa3perieHust aBTopa He MOKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHHE, PACTIPOCTPAHSITH,
NyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMMIIOPTHPOBATH, ITyCKaTh B IPOKAT, IMTyOIHMYHO



UCTIOJIHATD, I0KA3bIBATh/UCIIOIHATH B A(upe UK pasmewiats B VIHTepHeTe.

Vcnonb30BaHue «IUPAaTCKOT0» MPOTPAaMMHOTO 00ECIIEYeHUSI MOYKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, TIe
YCTAQHOBJICHHBIN He JeraigpHas mnporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4oK.p( - TBOH TNIaBHBII COBETYUK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O O€30MaCHOCTH
B CETH TOHSTHBIM W JIOCTYIHBIM S3BIKOM, a TMPU BO3HUKHOBEHHWU KPUTHYECKOW CHUTYaIlUU
00paTUThCS 32 COBETOM. A TakKe MPHUHATH yJacTHE B KOHKYpPCax M CTaTh CaMbiM IHU(POBHIM
rpak iaHuHOM !
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